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Preface 

\i 

^ This  publication  is  concerned  with  the  industrial  defense  of  facilities 
within  the  communications  in  dust  17,  particularly  those  which  are 
vital  to  industrial  mobilization.  It  supersedes  the  material  contained 
in  “Standards  for  Plant  Protection.”  Department  of  Defense,  1 June 
1952j  insofar  aslhe  communications  industry  is  concerned. 

These  Criteria,)) live  been  deyeloped  jointly  by  representatives  of 
thePepartmejit  of  Defense  and  representatives  of  the  communications 
jjidustry  and  are  specially  tailored  to  be  used  for  that  portion  of  the 
^communications  industry  which  comes  under  the  provisions  of  the 
JVnT)ed  Forces  Industrial  Defense  Regulation,  dated  September  19G0, 
or  rev i sion 8^thc  r eof. 

The  application  of  tliesc  Criteria  by  industry  is  desirable.  These 
Criteria  are  intended  as  material  for  the  guidance  of  both  government 
representatives  and  company  management  in  appraising  the  status  of 
security  of  key  communications  facilities.^  The  acceptance  of  such 
criteria  by  the  industry  does  not  imply  a commitment  to  implement  tiie 
features  included  in  such  criteria,  or  the  recommendations  submitted 
by  government  representatives. 

These  Criteria  have  been  specifically  designed  for  use  with  Depart- 
ment of  Defense  Industrial  Defense  Survey  Forms,  DD  1595-2  “Com- 
munication  Company  Report”  and  Dl)  395-3  “Communication  Facil- 
ity Survey.” 

The  material  assembled  herein  reflects  the  current  doctrine  of  the 
Industrial  Facilities  Protection  Branch,  Office  of  (he  Assistant  Sec- 
retary of  Defense  for  Supply  and  logistics,  as  influenced  by  estab- 
lished practices  iu  (he  field,  and  as  applicable  to  (he  communications 
industry. 

Where  additional  data  concerning  these  Criteria  are  desired  on  the 
part  of  the  communications  management,  such  in  formation,  advice 
and  guidance  will  be,  furnished  through  local  industrial  defense  survey 
personnel  of  the  agency  assigned  industrial  defense  cognizance. 

The  necessity  for  the  entire  plan  or  any  portion  thereof  as  encom- 
passed by  the  Criteria  is  subject  to  review  at  any  time  at  the  instance 
of  either  industry  or  the  Department  of  Defense. 
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The  protection  of  classified  information  in  the  hands  of  industry 
covered  in  tho  industrial  security  program,  is  not  covered  in  this 
manual.  The  Department  of  Defense  publication,  “Industrial  Secu- 
rity Manual  for  Safeguarding  Classified  Information,”  dated  June 
I960,  or  revisions  thereof,  establishes  procedures  for  tho  safeguarding 
of  classified  Defense  information. 

The  Department  of  Defense  gratefully  acknowledges  the  assist- 
ance of  the  communications  industry  in  contributing  time  and  experi- 
ence to  the  development  of  these  Criteria. 
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Section  1 

Definition  of  Terms 

1.1  Tho  definitions  ns  set  forth  below  apply  specifically  to  indus- 
trial defense  within  tho  communications  industry.  Their  application 
to  matters  of  industrial  defense  is  governed  by  the  Armed  Forces 
Industrial  Defense  Regulation. 

1.1.1  Facility.  Any  physical  plant  location,  including  buildings  and 
equipment.  (This  term  is  not  to  be  confused  with  wire  facilities.) 

1.1.2  Key  Facility.  Any  physical jdant  location  included  in  the  De- 
partment of  Defense  Key  Facilities  List.  The  Department  of  De- 
_fense_Kcy  Facilities  List  is  composed  of  selected  manufacturing 
-Plants,,  utilities  and  services,  and  government-owned  installations, 
which  are  located  within  continental  United  States,  and  which  are 
qf  outstanding  importance  in  support  of  military  operations  or  mili- 
tary production  and  mobilization  programs. 

1.1.3  Company  Level.  The  top  management  organization  of  a com- 
pany or  corporation. 

1.1.4  Facility  Level.  Management  at  the  facility  designated  as  re- 
sponsible for  industrial  defense  coordination  at  the  facility. 

1.1.5  Industrial  Defense  Coordinator.  An  employee  designated  at 
the  company  level  or  at  the  facility  level  as  responsible  for  plan- 
ning, coordinating,  and  directing  or  supervising  industrial  defense 
activities. 

'/  1.1.6  Criticality.  Tho  degree  of  importance  of  one  operating  or 

servicing  function  of  a facility  to  the  overall  operations  or  services 
of  a facility.  . . 

1.1.7  Critical  Area.  An  area  of  a facility  vital  to  the  functions, 
operations,  or  services  of  the  facility,  which  if  damaged  or  destroyed 
would  disrupt  essential  communication  service. 

1.1.8  Vulnerability.  Vulnerability  is  the  degree  to  which  any  given 
critical  area  within  a facility,  or  the  facility  as  a whole,  is  susceptible 
to  damage. 

1.1.9  Physical  Security.  Physical  security  is  the  protection  of  a 
facility  by  physical  or  psychological  means  against  pilferage,  theft, 
fire,  and  sabotage. 
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1.1.10  Emergency  Headquarters.  A' predesignated  alternate  site 
„ at  which  top  management  would  operate  in  the  event  of  a national 

emergency  or  disaster. 

1.1.11  Alternate  Reporting  Centers.  Predesignated  locations,  ap- 
proved by  the  top  management  of  a company,  where  facility  em- 
ployees will  assemble  in  event  of  emergencies. 

1.1.12  ^Emergency  Operations,  Limited  to  wartime  conditions. 

1.1.13  Normal  Operations.  All  periods  of  time  except  wartime 
conditions. 

1.1.14  Mutual  Aid.  In  disaster  planning  and  in  planning  emergency 
operations,  an  organization  of  manpower,  equipment  and  materials 
whereby  an  affected  company  would  receive  help  from  another  com- 
pany in  tho  communications  industry  in  restoring  essential  service. 

1.1.15  Mobile  Service  Equipment.  That  portable  equipment,  with 
or  without  supplies,  owned  or  leased  by  a communications  company, 
which  is  designed  for  use  in  maintenance  or  emergency  restoration  of 
service  and  for  construction  purposes,  and  including  also  supervisory 
vehicles. 

1.1.16  Sabotage.  Tho  willful  act  or  attempt  to  destroy,  injure,  or 
msike  in  a defective  manner  war  material,  war  premises,  or  war  utili- 
ties with  intent  to  injure,  interfere  with,  or  obstruct  the  National  de- 

~-n  fenso  of  tho  United  States.  (U.S.  Code,  Title  18.) 

1.1.17  Espionage.  The  obtaining,  receiving,  communicating  and 
delivering,  or  attempt  thereof,  of  information  respecting  tho  national 
defense  witli  intent  or  reason  to  believe  the  information  will  bo  used 
to  the  injury  of  the  United  States  or  to  the  advantage  of  a foreign 

’ nation.  (U.S.  Code,  Title  18.) 

1.1.18  Subversive  Activity.  “Subversive  activity  in  this  country 
derives  from  conduct  intentionally  destructive  of,  or  inimical  to,  the 
Government  of  the  United  States — (hat  it  seeks  to  undermine  its  in- 
stitutions, or  distort  its  functions,  or  impede  its  projects,  or  to  lessen 
its  efforts,  the  ultimate  end  Iwing  to  overturn  it  all.  Such  activity 
may  bo  open  and  direct  as  by  effort  to  overthrow,  or  subtle  and  indi- 
rect as  by  sabotage.”  (House  Report  No.  448,  78Lh  Congress,  1st  Ses- 
sion.) 

1.1.19  Emergency.  A sudden  unexpected  happening  or  development 
of  pressing  necessity  requiring  prompt,  rapid  and  efficient  action  or 
counteract  ion. 
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Section  2 

Industrial  Defense  Projjrram 

2.1  PURPOSE  AND  SCOPE. 

2.1.1  General.  'Hie  purpose  of  industrial  defense  in  the  communica- 
tions industry  is  to  .reduce  vulnerability;  to  prevent  or  minimize  the 
effects  of  damage  resulting  from  natural  disaster  and  enemy  attack; 
and  to  prevent  or  protect  against  sabotage,  espionage,  subversive  ac- 
tivity, and  inimical  acts. 

2.1.2  , Company  Level.  Industrial  defense  at  the  company  level  of 
any  communications  common  carrier  (telephone,  telegraph,  radio  and 
cable) , includes  that  planning  and  direction  which  is  necessary  to  in- 
sure the  adequacy  of  a comprehensive  company  industrial  defense 
program.  This  program  is  implemented  at  individual  facilities 
within  each  company.  Such  a program  would  include : 

2.1.2.1  Physical  security  policy. 

2.1.2.2  Company  policies  pertaining  to  continuity  of  personnel. 

2.1.2.3  Company  policies  concerning  civil  defense  measures. 

2.1.2.4  Company  plans  pertaining  to  continuity  of  sendee. 

2.1.3  Facility  Level.  Industrial  defense  at  the  facility  level  within 
the  communications  industry  includes: 

2. 1.3.1  The  implementation  of  company  plans  and  policies  referred 
jg  above. 

2.1.3.2  The  identification  and  reduction  of  vulnerability  of  critical 
areas  within  the  facility. 

2.1.3.3  F acility  physical  security  measures. 

2.1.3.4  Fire  protection  measures. 

2. 1.3.5  Facility  civil  defense  measures. 

22  INDUSTRIAL  DEFENSE  COORDINATOR. 

2.2.1  Designation.  Each  company  in  the  communications  industry 
should  appoint  an  Industrial  Defense  Coordinator  to  be  responsible 
for  industrial  defense  matters  at  the  company  level.  A facility  co- 
ordinator should  also  l>e  designated  to  l>o  responsible  for  industrial 
defense  matters  at  tho  facility  level.  When  appropriate,  a facility 
coordinator  may  bo  responsible  for  industrial  defense  activities  at 
more  than  one  facility,  such  as  unattended  stations  or  very  small 
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facilities.  The  duties  of  a company  or  facility  Industrial  Defense  Co- 
ordinator may  not  requiro  full  time.  If  other  duties  are  assigned, 
tho  industrial  defense  duties  should  he  regarded  as  an  important  part 
of  tho  overall  responsibilities  of  tho  Industrial  Defense  Coordinator. 

2.2.2  Authority  and  Functions.  Tho  company  and  facility  defense 
coordinator  should  bo  authorized  to  perform  duties  which  include, 
but  are  not  limited  to,  responsibilities  for: 

2.2.2.1  Direction  or  supervision  of  all  industrial  defense  activities 
throughout  t he  company  or  within  a facility. 

2.2.2.2  Participation  in  all  industrial  defense  surveys. 

2.2.2.3  Recommending  to  top  management,  plans,  policies,  and 
measures  for  improving  the  physical  security  of  the  company  or 
facility. 

2.2.2.4  Direction  or  supervision  of  periodic  tests  of  company  and 
facility  emergency  operations  plans. 

2.2.2.5  Supervision  of  industrial  defense  education  systems  and  ac- 
tivities. (See  2.4  below.) 

2.3  SURVEY  AND  REPORT  RECOMMENDATIONS. 

2.3.1  Tho  recommendations  resulting  from  Industrial  Defense 
Surveys  will  generally  fall  into  two  categories : 

2 3.1.1  Those  for  planning  and  implementation  of  plans'  at  both 
the  company  and  facility  level. 

2.3. 1.2  Those  requiring  the  expenditure  of  funds  for  the  procure- 
ment, installation,  and  maintenance  of  protective  equipment  and 
training,  supervision  and  use  of  guards. 

2.4  INDUSTRIAL  DEFENSE  EDUCATION. 

2.4.1  Industrial  defense  education  at  the  facility  level  will  include, 
but  should  not  be  limited  to  the : 

2.4. 1.1  Development  of  an  awareness,  on  the  part  of  each  employee, 
of  the  importance  of  promoting  security  and  protection  of  the 
facility. 

2.4.1.2  Development  of  an  understanding,  by  each  employee,  of  his 
industrial  defense  responsibilities  for  maintaining  security  within 
an  operating  area,  specifically,  any  area  designated  as  a Critical 
Area.  These  responsibilities  include,  among  others,  the  challenging 
and  reporting  by  employees  of  persons  whoso  prescnco  on  tho  prem- 
ises is  not  authorized. 

2.4. 1.3  Each  employee  should  l>o  informed  that  tho  Federal  Bureau 
of  Investigation  has  jurisdiction  for  investigating  matters  of  sabo- 
tage. Any  incident  of  actual  or  suspected  salx>tagc  should  bo  re- 
ported promptly  to  tho  nearest  office  of  the  FBI. 
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2.4.1.4  Each  employee  should  he,  instructed  to  rejwrt  promptly  to 
the  Industrial  Defense  Coordinal  or  the  presence  of  any  device  which 
is  boliovod  to  bo  intended  for  sabotage.  The  nearest  Fill  office  should 
bo  notified  immediately. 

2.4.2  Provision  for  tho  immediate  indoctrination  of  now  employees 
should  be  made  at  tho  facility  level. 

2.5  TESTS. 

2.5.1  Written  plans  such  as  for  evacuation,  movement  to  shelters, 
and  fire  drills  should  bo  periodically  tested  to  insure  that  all  partici- 
pants become  thoroughly  familiar  with  their  specific  duties,  and  to 
eliminate  discrepancies  which  may  las  found  to  exist.  Following 
such  tests,  plans  should  Iks  revised  as  necessary  and  succeeding  tests 
should  bo  redesigned  accordingly. 

2.5.2  Tho  testing  of  corporate  relocation  plans  and  any  other  phase 
of  tho  overall  corporate  disaster  plan  should  be  conducted 
periodically. 


Section  3 

Criticality  and  Vulnerability 

3.1  FACILITY  CRITICALITY. 

3.1.1  General.  The  over-all  criticality  of  any  communications  facil- 
ity within  the  Industrial  Defense  Program  is  established  prior  to  the 
survey  by  (ho  fact  that  the  facility  concerned  is  of  vital  importance 
to  continuity  of  communication  service.  Key  Facility  listings  within 
the  communications  industry  are  jointly  determined  by  tho  Depart- 
ment of  Defenso  and  industry  representatives,  and  each  communica- 
tions facility  to  be  surveyed  is  of  high  critical  nature  from  the  national 
defenso  viewpoint. 

3.2  CRITICAL  AREAS.  Some  facilities  will  have  areas  which  are 
critical  to  continuity  of  service.  Such  areas  will  bo  considered  as 
“critical  areas”  upon  advice  of  local  personnel  and  should  bo  afforded 
appropriate  protection. 

3.2.1  Noncritical  Equipment,  lx>ss  of  some  equipment  in  operating 
areas  within  a facility  could  cause  an  inforraption  in  service,  measured 
in  terms  of  minutes.  Availability  of  equipment  for  immediate  re- 
placement or  the  industrial  flexibility  to  immediately  rc-routo,  reduces 
the  criticality  of  some  facilities  to  a point  where  only  minimum  physi- 
cal security  measures  may  be  needed. 

3.2.2  Management  Responsibility.  Defenso  Coordinators  should 
bo  prepared  to  present  to  surveying  personnel  their  designation  of  crit- 
ical areas  within  their  facilities. 

3.3  FACILITY  VULNERABILITY. 

3.3.1  Considerations. 

3.3.1. 1 During  normal  operations  most  all  communications  company 
employees  working  within  a facility  have  access  fo  any  part  thereof 
on  a Departmental  basis  except  at  locations  where  classified  projects 
impose  restrictions. 

3.3.1.2  During  emergency  operations  many  persons  presently  em- 
ployed would  bo  given  limited  access  to  critical  areas,  since  access  to 
such  areas  would  boon  an  actual  need  basis. 

3.3.1.3  Physical  separation  of  critical  areas  within  a facility  de- 
creases vulnerability. 


3.3.2  Vulnerability  Determination.  In  determining  vulnerability 
of  a critical  area  within  a facility,  the  primary  factors  are: 

8 -3-2.1  Accessibility  to  tlio  critical  area  from  within  or  from  outside 
• of  tho  facility. 

3.3.2.2  Possibility  of  damage  to  tho  critical  area  as  a result  of  flood. 

8.3.2.3  The  degree  to  which  a critical  area  could  he  damaged  by  lire, 
explosion,  or  other  cause  including  that  which  may  result  if  an  ad- 
jacent structure  is  destroyed  or  damaged. 

5 3.4  VULNERABILITY  REDUCTION. 

j 3.4.1  Phases.  Vulnerability  reduction  can  bo  achieved  in  two  sep- 

arate phases: 

3.4. 1.1  Limiting  access  to  all  areas  to  personnel  who  have  an  actual 
need  for  same. 

3.4.1.2  Reducing  the  effects  of  damage  (resulting  from  theft,  fire, 
flood,  sabotage,  or  explosion ). 

3.4.2  Security  Inspection.  Periodic  security  inspections  should  bo 
mado  during  normal  operational  periods  by  tho  person  responsible  for 
defense  coordination. 
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Section  4 


Physical  Security 

4.1  PHYSICAL  SECURITY  PLANNING. 

4.1.1  General  Considerations.  The  physical  security  problem  is 
affected  by : 

4.1. 1.1  Tho  criticality  of  the  facility. 

4.1. 1.2  Tho  physical  arrangement  of  tho  facility. 

4.1.1.3  The  vulnerability  of  the  facility. 

4.1. 1.4  Geographical  location  of  the  facility. 

4.1.1.5  Number  of  people  employed  at  the  facility  at  various  times 
of  the  day  and  night. 

4.1. 1.6  Exposure  to  adjacent  or  nearby  hazards. 

4.1.2  Physical  Security  Estimate.  Prior  to  the  development  of  a 
physical  security  plan,  it  is  necessary  to  make  a complete  physical  se- 
curity estimate  of  the  facility  involved.  Tho  underlying  concept  in 
such  an  estimate  is  to  regard  tho  facility  from  the  viewpoint  of  the 
intruder.  It  is  necessary  to  determine  tho  areas  which  an  intruder 
would  attempt  to  put  out  of  commission,  liis  avenues  of  approach  and 
his  method  in  neutralizing  his  objective.  This  estimate,  therefore, 
will  illustrate : 

4.1.2.1  Critical  areas  as  viewed  by  the  opposition. 

4.1.2.2  Vulnerability  of  such  areas  as  illustrated  by  existing 
hazards. 

4.1.3  Economic  Considerations.  Cost  is  a vital  consideration  in  the 
implementation  of  any  physical  security  recommendations.  Such  rec- 
ommendations should  lie  designed  to  insure  adequate  security  at  min- 
imum expense.  During  periods  of  normal  operations,  it  is  some- 
times necessary  to  place  physical  security  aids  into  use,  because  long 
procurement  lead  time  in  time  of  emergency  will  preclude  acquisition 
when  needed.  In  time  of  emergency,  these  same  considerations 
should  apply,  with  the  exception  that  lead  time  for  new  equipment 
should  be  even  further  reduced. 

4.1.4  Degrees  of  Physical  Security.  Physical  security  measures 
recommended  by  survey  personnel  will  vary,  not  only  from  one  facil- 
ity to  another,  but  within  areas  of  any  one  facility.  To  assist  survey 
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personnel  and  defense  coordinators  in  establishing  an  appropriate  de- 
gree of  security  for  and  within  facilities  in  the  communications  in- 
dustiy,  full  consideration  should  he  given  to  the  elements  contained 
in  Section  II  of  these  Criteria. 

4.1.6  Physical  Security  Plan.  A physical  security  plan  consists  of 
^systematically  outlined  pr<»grsim,dcsignedto  reduce  existing  hazards 
jind  thereby  reduce  the  vulnerability  of  the  facility  to  a point  where 
success  ou  the  part,  of  the  intruder  is  unlikely.  'Ibis  plan  may  be  in 
"any  format  desired  by  management,  as  long  as  all  essential  areas  and 
measures  as  well  as  directions  are  included. 

4.2  PERIMETER  BARRIERS. 

4.2.1  General.  A perimeter  barrier  is  that  device  which  defines  the 
limits  of  the  facility  area.  Such  a harrier  can,  if  facility  property 
includes  space  adjacent  to  buildings,  lie  defined  by  a fence  surround- 
ing the  various  facility  structures.  If  however,  the  facility  Ixiundary 
is  defined  by  the  walls  of  a building,  then  that  cn tilts  building  becomes 
the  perimeter  barrier,  and  must  be  treated  as  such. 

4.2.2  Purpose.  The  primary  purpose  of  perimeter  barriers  is  to 
restrict  or  delay  access  to  critical  areas  by  unauthorized  persons. 
T’erimeter  barriers,  iu  order  to  be  effective,  should  accomplish  the 
following: 

4.2.2.1  Define  the  perimeter  of  the  facility  or  controlled  area. 

4.2.2.2  Create  a physical  and  psychological  deterrent  to  persons 
attempting  or  contemplating  unauthorized  entry  into  the  area. 
4.2.2.S  Delay  intrusion,  enabling  security  jiersonnel  to  delect  the 
intruder  because  of  the  time  element,  involved. 

4.2.2.4  Facilitate  the  effective  and  economical  use  of  guard  forces, 
if  applicable. 

4 .2.2.5  Direct  and  channel  the  flow  of  personnel  and  vehicles 
through  designates!  places  of  entry  as  a measure  of  control. 

4.2.3  Effectiveness  of  Perimeter  Barriers.  A |>eriiiioter  barrier 
by  itself  serves  no  physical  security  purpose  unless  it  is  adequately 
backed  up  by  other  security  aids  such  as  lighting,  intrusion  detection 
devices  and  guards.  The  use  of  a combination  of  these  aids  dejicnds 
in  each  case  upon  the  facility  concerned  and  degree  of  physical 
security  required. 

4.2.4  Fences — General.  If  fences  are  used  us  a portion  or  all  of  the 
perimeter  barrier,  they  should  be  of  .sufficient  durability  of  design  and 
height  to: 

4.2.4. 1 Render  climbing  difficult. 

4.2.4. 2 Prevent  bending  so  as  to  facilitate,  entry. 

4.2.4.3  Prevent  entry  through  space  between  the  liottom  of  the  fence 
and  the  top  of  the  ground. 


4.2.5  Fence  Specifications.  Fence  should  be  a minimum  of  seven 
feet  in  height,  topped  with  a 45  degree  outward  and  upward  extend- 
ing arm  bearing  three  strands  of  barbed  wire  stretched  taut'  and  so 
spaced  as  to  increase,  the  vertical  height  of  the  fence  by  approxi- 
mately one  foot.  Where  property  lines  and  local  laws  prohibit  the 
outward  extension  of  overhangs,  the  lop  guard  may  be  extended  in- 
ward. Where  use  of  such  top  guard  is  not  possible,  the  fence  should 
be  extended  to  a height  of  eight  feet.  The  typo  of  construction  found 
in  chain-link  fence  is  desirable. 

4.2.C  Building  Walls.  Walls,  floors,  roofs,  and  dikes,  when  serving 
as  perimeter  barriers,  should  be  of  such  construction  and  so  arranged 
as  to  provide  uniform  protection  equivalent  to  that  provided  by  fenc- 
ing as  specified  above.  Where  buildings  form  a part  of  the  perimeter 
barrier,  fence  height  should  be  increased  100%  at  the  point  where 
the  fence  joins  the  building  wall.  The  increase  should  be  gradual 
from  a point  on  top  of  the  fence  not  less  than  ten  feet  from  the  wall. 
Where  building  wall  surfaces  are  smooth  and  the  utilization  of  trucks 
(on-loading  or  off-loading  up  against  the  building)  do  not  present  a 
hazard,  fence  height  need  not  be  increased. 
j 4.2.7  Openings  in  Perimeter  Barriers.  Openings  in  the  perimeter 
barrier  should  bo  kept  to  a minimum.  They  should  be  constantly 
guarded,  locked,  or  otherwise  secured.  Fences  should  be  provided  with 
culverts,  troughs,  or  other  openings,  where  necessary  to  prevent  wash- 
outs in  the  perimeter  harrier  and  to  permit  carry-off  of  excessive 
drainage  and  small  streams.  Such  openings,  when  larger  than  90 
square  inches  in  area,  should  he  provided  with  physical  harriers 
equivalent  in  protective,  capabilities  to  those  of  the  perimeter  barrier 
itself,  and  so  designed  as  to  minimize  impedance  to  water  run-off. 

4.2.8  Security  of  Cates  and  Doors.  When  not  in  active  use  and 
controlled  by  guards,  gates  and  doors  in  the  perimeter  harrier  should 
be  locked  and  frequently  inspected  by  patrols.  Locks  should  be 
changed  from  time  to  time.  Security  for  the  ku^-s  of  such  gates 
and  doors  should  be  the  responsibility  of  the  Defense  Coordinator  and 
may  ho  sub-delegated  to  the  chief  of  guards  or  other  designated  mem- 
ber of  the  guard  force,  if  applicable.  An  effective  key  control  (check- 
out) system  should  be  established.  Seals  placed  on  gates  or  doors  in 
conjunction  with  locks  will  greatly  increase  the  security.  For  physical 
security  purposes  a look  and  key  change  possibility  should  lie  con- 
sidered. Doors  should  luivo  hinges  arranged  so  as  to  prevent  removal 
of  hinge  pins... 

4.2.9  Security  of  Windows.  Windows  and  other  openings  which 
penetrate  the  perimeter  barrier  and  have  an  area  of  90  square  inches 
or  greater  should  lie  protected  by  securely  fastened  bars,  grills,  or 
other  equivalent  means  when  located  less  than  18  feet  above  tho 
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level  of  the  ground  outsido  tlio  perimeter  lmrricr  or  less  than  14  feet 
from  structures  outsido  the  perimeter  barrier. 

4.2.10  Security  of  Utility  Openings. 

.4.2.10.1  Sewers,  Intakes  and  Tunnels.  Sowers,  air  and  water  in- 
takes, exhaust  tunnels,  and  other  utility  openings  which  penetrate 
the  perimeter  barrier  and  havo  a cross-section  area  of  00  squaro  inches 
or  greater  should  he  protected  by  bars,  grills,  water-filled  traps,  or 
other  structural  means  providing  security  equivalent  to  that  of  the 
^ perimeter  barrier,.. Manhole  covers  (tunnel  type  ducts)  within  or  ad- 

■ jaccnt  to  the  perimeter  barrier  should  bo  secured  by  locks. 

j 4.2.10.2  JCoal  Chutcs_andT'uel  Tank  Intakes.  Where  utility  open- 

ings such  as  intakes  for  coal  chutes  and  auxiliary  fuel  tanks  are  lo- 
cated outside  the  perimeter  barrier,  such  openings  should  be  locked. 
During  delivery  of  oil  or  coal  through  such  openings  in  the  barrier, 
the  delivery  should  bo  supervised  by  facility  personnel  so  as  to  pre- 
i elude  the  introduction  of  damaging  material  by  supplier  or  would-be 

supplier  personnel. 

4.2.11  Manholes.  Central  office  and  other  important  manhole  covers 
should  bo  secured  by  locking  such  covers  during  normal  as  well  as 
emergency  conditions. 

4J2.12  Clear  Zones.  Where  a perimeter  barrier  is  located  outside  cr 
around  existing  structures,  clear  zones  should  be  maintained  to  facili- 
tate observation  and  preclude  obstructions  near  or  at  the  barrier.  An 
internal  clear  zone  of  10  feet  or  greater  should  bo  maintained  at  all 
times.  Although  a 20  foot  outside  clear  zone  is  desirable,  such  clear 
zones  are  generally  not  feasible  when  the  facility  is  located  in  an 
urban  area.  It  is,  however,  necessary  that  liaison  be  established  with 
local  authorities,  adjacent  property  owners,  and  utility  companies  to 
insure  the  removal  of  climbing  devices  such  as  utility  poles,  trees  and 
storage  of  equipment  from  the  area  immediately  adjacent  to  the  hairier. 
• When  the  building  of  the  facility  is  coincidental  with  the  perimeter 

j barrier,  adjacent  buildings  should  bo  carefully  checked  to  insure 

I that  access  to  the  roof  or. windows  of  the  facility  (at  any  given 

height),  cannot  bo  effected  from  the  adjacent  structure.  Such  a con- 
dition may  necessitate  the  barring  of  windows  above  the  first  floor 
and  the  erection  of  fencing  on  top  of  the  roof  of  the  facility 
concerned. 

,£.2,13 Maintenance.  Perimeter  barriers  serve  no  useful  purpose 

unless. they  are  completely  checked  for  damage  or  deterioration  at 

least  on  a monthly  basis  by  local  maintenance  crows.  Repairs  should 
be  handled  on  a priority  basis  and  guards  as  well  as  dofenso  coordi- 
nators should  l)o  constantly  alert  to  check  for  evidence  of  tampering 
and  report  such  incidents  on  an  immediate  basis. 

4.2.14  Signs.  Perimeter  barriers  may  bo  posted  with  signs  reading 
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“Pfclvato  Property  No  Trespassing,”  if  desired.  Such  signs  servo 
legal  rather  than  security  purposes.  From  a security  viewpoint,  the 
only  signs  which  should  he,  used  as  desired  are  statements  to  the 
elTecti.  

4.2.14.1  “Authorized  Personnel  Only.” 

4.2.14.2  “Entry  Constitutes  Permission  to  1m  Searched.”  The  use 
of  this  sign  is  contingent  upon  local  laws.  Prior  to  use  of  tin's  sign, 
the  company  counsel  should  he  consulted. 

4.2.14.:!  Warning  signs  reading  “Admittance  to  Authorized  Person- 
nel Only,”  should  be. conspicuously  posted  at  entrances  to  unlocked 
critical  areas.  If  a critical  area  is  kept  locked,  warning  signs  need 
not  Tio  posted.  Signs  identifying  areas  as  “Critical  Areas”  will  not 
lie  used. 

4.3  IDENTIFICATION  AND  CONTROL. 

4.3.1  General.  Identification  and  control  of  personnel  and  vehicles 
which  are  allowed  access  to  the  critical  areas  of  the  facility  is  a 
vital  ]Hirtion  of  the  security  plan.  The  degree  of  control  is  directly 
related  to  the  degree  of  physical  security  required.  Recommendations 
for  types  of  identification  system  should  constantly  reflect  this  prem- 
ise. At  the  same  time,  any  identification  system  used  must  permit 
optimum  movement  with  minimum  control  to  insure  that  physical 
security  dot's  not  interfere  with  the  operational  mission  of  the  facility. 
It  is,  therefore,  necessary  that  any  identification  and  control  system 
used: 

4.3.1. 1 Provide  a ready  means  of  positive  identification  of  both 
personnel  and  vehicles  authorized  access  to  critical  areas  of  the 
facility. 

4. 3.1.2  Facilitate  the  control  of  ingress,  egress  and  circulation  of 
personnel  to,  from,  and  within  the  critical  area,  commensurate  with 
operational  requirements. 

4.3.1.3  Provide  a visible  means  for  rapid  recognition  of  any  limita- 
t ions  of  movement  or  access  imposed  within  the,  facility. 

4.3.2  Personnel  Clearance.  Where  classified  Defense  information 
is  utilized  by  tho  facility,  the  personnel  clearance  program  must 
adhere  to  the  provisions  of  the  Armed  Forces  Industrial  Security 
Regulation. 

4.3.3  Company  Background  Checks.  Industry  should  conduct 
reasonable  checks  of  all  new  employees.  These  checks  arc  primarily 
designed  to  ascertain  the  applicant’s  suitability  for  employment  and 
have  long  Iteen  a standard  practice,  with  American  industry,  con- 
sistent. with  fair  employment  practices.  These  checks,  or  variations 
thereof, may  include,  but  not  necessarily  be  limited  to: 

4.3.3.1  Date  and  place  of  birth. 
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4.3.3.2  Citizenship. 

4.3.5.3  Applicant’s  military  discharge  certificate,  if  applicable. 

4.3.3.4  Criminal  records,  where  practicable. 

4.5.3.5  Employment  references. 

4.3.4  Vehicle  Itcgistration  and  Control.  Trucks  and  conveyances 
which  must  have  access  to  a point  within  the  ite.ri meter  barrier  should 
bo  restricted  t «»  the  use  of  a service  gate,  where  they  are  subject  to 
inspect  ion  by  guard  personnel.  If  the  building  is  coincidental  with 
the  perimeter  barrier,  and  loading  or  unloading  operat  ions  take  place 
on  ramps  or  loading  platforms  at  the  building,  it  is  necessary  that 
packages,  crates,  and  other  equipment  should  !>o  s[>ot  checked  by 
guards  or  designated  facility  employees.  To  facilitate  control,  a 
truck  register  should  lie  maintained  and  include  information  identify- 
ing the  truck  by  license  number  and  company,  tho  signature  of  the 
driver,  description  of  the  load,  and  the  date  and  time  of  both  entrance 
and  departure.  During  emergencies  these  measures  should  be  ex- 
tended to  include  actually  checking  the  operator’s  licenso  of  drivers 
and  helpers  and  utilize  bills  of  lading  or  other  such  documents  which 
will  identify  the  driver  and  the  helpers  as  being  afliliated  with  the 
company  reputedly  handling  the  shipment.  Under  these  circum- 
stances, full  chocks  of  incoming  and  outgoing  material  should  be 
made. 

4.3.5  Outside  Suppliers.  Soft  drink  dispensers  and  other  vending 
machines  utilized  by  the  facility  should  be  located  sufficiently  distant 
from  critical  areas,  so  as  to  preclude  unauthorized  access  and  damage. 
This  also  applies  to  concessionaires  who  operate  cafeterias  within 
tho  facility.  It  may  la?  necessary  to  provide  escorts  for  such  vendors 

_and  suppliers  as  well  as  concessionaires. 

4.3.6  Personnel  Identification — Normal  Operations.  During  peri- 
ods of  normal  operations,  any  identification  is  adequate  if  it  controls 
access  of  authorized  personnel  to  crit  ical  areas. 

4.3.7  Personnel  Identification — Emergency  Operations.  During 
periods  of  emergency  operations,  a comprehensive  identification  sys- 
-tem  should  be  used.  This  identification  system  should  consist  of  a 
tamper  proof  typo  badge  or  pass  which  will  permit  close  control  of 
access  to  facilities.  These  identification  media  should  contain: 

4.3.7.1  A suitable  photo  of  the  individual. 

Last  name  and  initials. 

A color  strip  or  codo  where  appropriate. 

Date  of  birth. 

Company  name. 

Badges,  if  used,  should  l>c  worn  by  all  employees  at  all  times 


4.3.7.2 
4 3.7.3 

4.5.7.4 

4.3. 7.5 
4.3.8 


while  employees  are  inside  cont  rolled  areas. 
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4.3.8.1  Wearing  Identification  Media.  To  facilitate  rapid  and  ac- 
curate identification  of  personnel  having  access  to  controlled  areas, 
these  badges,  if  used,  should  he  worn  in  a uniform  place,  depending 
upon  the  desires  of  the  defense  coordinator. 

4.3.5.2  Clearance  Data  on  Badges.  At  no  time  should  these  badges 
reflect  the  degree  of  clearance  for  access  to  classified  material  on  the 
part  of  the  hearer.  Any  card,  pass  or  Imdge  reflecting  the  bearer’s 
clearance  status  is  not  authorized  by  the  Department  of  Defense  and 
should  not  be  honored. 

4. 3.8. 3 Electro-magnetic  Badges.  The  utilization  of  electro-mag- 
netic badge  system  should  be  explored  and  if,  from  an  economy  view- 
point, installation  of  this  system  is  feasible,  appropriate  .recommen- 
dations should  be  made. 

4.3.8.1  Badge  Preparation  and  Control.  General  control  of  pro- 
cedures and  practices  for  issuance  of  badges  and  passes  should  bo  re- 
tained at  the  company  level  and  be  standardized  throughout  the 
company. 

4.3.S.5  Employee  Briefing.  To  insure  the  offecti  veness  of  the  identi- 
fication media,  it  is  necessary  that  new  employees  are  briefed  in  an 
orientation,  to  include: 

4.3.8. 5.1  Description  of  the  identification  media  used  and  the  au- 
thorization and  limitations  of  the  bearer. 

4.3.8.5.2  The  mechanics  of  identification  at  time  of  egress  and  in- 
gress to  the  facility. 

4.3.5.5.3  Details  of  how,  when,  and  where  badges,  if  used,  will  be 


4.3.8.5.4  Applicable  laws  pertaining  to  espionage,  sabotage,  and  sub- 


4.3.8.5.5  Individual  employee  responsibilities  in  identifying  fellow 
employees  working  in  the  same  area. 

4.3.9  Visitor  Control. 

4.8.9. 1 Registration.  Where  practical,  all  visitors  to  critical  areas 
should  be  registered. 

U.9.2  Types  of  Visitor  Badges.  If  badges  are  normally  used  at 
the  facility,  visitor  badges  of  two  types  should  bo  issued  to  such  per- 
sonnel. 

4.3.9.2.1  Those  visitors  requiring  escorts  should  have  a badge,  prefer- 
ably of  a predesignated  color  and  should  bo  escorted  at  all  times  while 
within  the  facility. 

4. 3.9.2. 2 Visitors  not  requiring  escorts  should  be  given  a different 
color  badge  anti  may  have  free  access  within  the  facility.  This  cate- 
gory would  specifically  apply  to  personnel  from  company  headquar- 
ters. 
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4.3.0.3  Types  of  Visitors.  All  visitors,  including  inspectors,  tech- 
nical experts  or  representatives  of  government  agencies,  including  the 
military,  should  he  properly ..jUcutiUcU,  Military  or  other  govern- 
ment identification  media  are  not  to  lie  utilized  as  a badge  or  pass 
authorizing  access  to  any  facility.  /n*q  imhlie  v isilnt  ions  slionTdTie  per- 
mlttc<I~to  critical  nreasT7  Under  no  circumstances  will  vendors, 
concessionaires  or  outside  vendor  suppliers  have  access  to  critical 
areas.  Except  as  described  in  tho  following  subsection,  all  visitors 
having  need  for  access  to  critical  areas  should  be  escorted. 

4. 3.9.3. 1  Visitors  who  arc  employees  of  outside,  contractors  may  re- 
pcatcdly  return  to  the  facility  for  work  on  the  premises  for  several 
days  duration.  Such  visitors  include  plumbers,  electricians  and 
painters  who  frequently  work  in  critical  areas.  Special  consideration 
and  careful  attention  should  he  given  by  the  facility  Industrial  De- 
fense Coordinator  when  such  work  is  anticipated.  It  may  he  necessary 
for  facility  coordinators  to  consult  with  Company  Industrial  Defense 
Coordinators  on  the  need  for  obtaining  reasonable  checks  on  outside 
contractor  employees  from  their  respective  employers.  (See  Section 
4.3.3.) 


4.4  PROTECTIVE  LIGHTING. 

4.4.1  Application.  Perimeter  barriers  and  adjacent  areas  should  lie 
lighted  during  hours  of  darkness  and  periods  of  low  visibility.  The 
intensity  of  light  should  he  suilicient  to  permit  the  detection  of  an  in- 
truder. The  beam  spread  of  protective  lighting  should  cover  com- 
pletely the  a tea  between  light  poles. 

4.4.2  Glare  Lights.  Glare  projection  lights  serve  to  blind  the  in- 
truder who  approaches  tho  perimeter  from  the  outside.  Such  lighting 
should  ho  so  directed  not  to  slriko  the  eyes  of  guards  or  to  create  a 
hazard  to  traffic  on  a public  highway. 

4.4.3  vUse  at  Gates.  Main  gates  at  entrances  should  he  lighted  sufli- 
ciently  to  insure  proper  identification  of  personnel  and  examination 
of  credentials. 

4.4.4  Special  Lighting  Systems.  Certain  communication  facilities 
may  be  o|>eratod  in  a manner  to  attract  minimum  attention  and  may 
he  provided  with  a protection  lighting  system  which  is  normally  not 
in  use,  hut  which  is  capable  of  being  instantly  used  in  the  event,  of  all 
emergency  or  suspicious  occurrence  near  the  perimeter  harrier  of  the 
facility. 

4.4.5  Auxiliary  Power.  Tho  protective  lighting  system  should  bo 
capable  of  o|mratiug  from  auxiliary  (lower  in  the  event  of  failure  of 
the  normal  (lower  source. 

4.5  PROTECTIVE  ALARMS  AND  INTRUSION  DETECTION 
SYSTEMS. 

4.5.1  Urn.  Consideration  should  hn  given  to  tho  maximum  uso  of 
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nlunn  and  intrusion  detection  systems  as  an  essential  adjunct  to  the 
effective  utilization  of  guard  forces  and  the  establishment  of  an  eco- 
nomical physical  security  program. 

4.5.2  Availability  of  1 echnica!  Data.  Technical  data  on  alarm  sys- 
tems and  intrusion  detection  devices  may  Iso  obtained  from  .Depart- 
ment of  Defense  survey  personnel.  Performance  data  and  guidance 
regarding  specific  utilization  of  devices  under  given  conditions  at 
tile  facility  concerned  may  also  Iw  obtained  from  survey  personnel. 
The  Department  of  Defense  does  not,  however,  endorse  sjsecific  alarm 
systems,  detection  devices  or  other  alarm  manufacturers’  products. 

4.6  PROTECTION  OF  COMPANY  INFORMATION.  Certain  in- 
formation, proprietary  to  communication  companies,  is  of  value  to 
saboteurs  and  espionage  agents.  This  information  should  bo  safe- 
guarded by  management.  .Before  releasing  proprietary  informa- 
tion, management  should  be  ass.. red  that  the  recipient  has  a “need- 
to-know,”  will  not  further  disseminate  the  information,  and  will 
provide  proper  safeguards  for  the  information  while  in  his  custody. 

4.6.1  These  data  include,  but  are  not  limited  to: 

4.C.1.1  Prints  of  facilities;  of  operating  equipment. 

4.6.1.2  Diagrams  of  operating  equipment  locations;  of  circuit  lay- 
outs (local  as  well  as  inter-state  and  international) ; of  underground 
cables  in  metropolitan  areas. 

4.6.1. 3 Data  for  priorities  system  to  be  used  in  an  emergency;  on 
critical  area  designations;  on  company  and  facility  pass  blanks  and 
code  numbers;  on  any  item  or  material  considered  to  be  critical  or  in 
short  supply. 

4.6.1.4  Plans  on  expansion  and  circuit  re-routing;  on  company  and 
facility  industrial  defense  except  in  generalized  terms;  on  company 
or  facility  industrial  security. 

4.7  GUARD  FORCE. 

4.7.1  In  determining  whether  a guard  force  is  needed  at  a certain 
facility,  the  following  factors  should  bo  considered : 

4.7.1. 1 Size,  location,  und  arrangement  of  facility. 

4.7.1.2  Type  of  work  jsorformed — criticality. 

4.7.1.3  Importance,  classification,  and  vulnerability  to  damage  of 
materials,  data  und  equipment  involved. 

4.7.1. 4 Effectiveness  of  mechanical  security  measures  in  effoct  and 
whether  these  can  be  supervised  adequately  by  civil  police  or  com- 
mercial protection  organizations. 

4.7.2  If  a determination  is  made  that  a guard  force  is  needed,  the 
provisions  of  the  Department  of  Defense  “Standards  for  Plant  Pro- 
tection” should  Iks  used  ns  a reference  guide  for  such  elements  us 
guard  qualifications,  organization,  duties  and  training. 

16 


f 


Section  5 
Fire  Protection 

5.1  INSURANCE  INSPECTORS’  REPORTS.  Copies  of  fire  in- 
surance inspectors’  reports  will  lie  made  available  to  surveying  ollicers 
at  the  company  level.  Specific  recommendations  therein  will  be 
reviewed  at  the  facility. 

5.2  ALARMS.  Communication  facilities  normally  have  local  in- 
ternal alarms  als  well  as  those  tying  in  with  municipal  fire  depart- 
ments. Such  alarms  should  bo  checked  for  operational  readiness. 
Employee  response  to  alarms  should  also  be  checked  in  the  event 
the  system  is  activated. 

5.3  LIAISON.  Inasmuch  as  the  use  of  water  for  fire  fighting  pur- 
poses is  generally  not  desirable  at  communication  type  facilities,  it  is 
necessary  that  facility  defense  coordinators  establish  liaison  with 
local  fire  departments  to  inform  such  organizations  of  the  specific 
needs  and  requirements  of  the  facility.  This  will  preclude  damage 
resulting  from  the  use  of  water  at  communicat  ion  facilit  ies. 

5.4  AUXILIARY  FIRE  FIGHTING.  Employees  of  a communica- 
tions facility  should  be  organized  into  an  auxiliary  fire  section, 
depending  upon  the  physical  layout  of  the  building.  Employees 
should  be  thoroughly  indoctrinated  in  the  use  of  available  equipment,, 
its  location,  and  their  specific  action  in  the  event  of  an  alarm. 

6.5  FIRE  DRILLS.  To  test  the  adequacy  of  fire  regulations  and 
training,  periodic  fire  drills  should  be  conducted. 

6.6  FIRE  EXTINGUISHERS.  Fire  extinguishers  should  be 
checked  frequently  within  a facility  to  insure  that  the  material 
normally  contained  in  the  extinguisher  has  not  been  tampered  with 
or  replaced  with  substitutes. 
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Section  6 

Continuity  of  Management  and  Personnel 

6.1  GENERAL.  Material  emit; lined  in  this  section  should  servo  as 
a guide  in  the  development  ,,f  (his  element  of  the  Program  by  top 
management.  In  such  development,  it.  is  suggested  that  consideration 
ho  given  to : 

-M1  Emergency  Succession.  Establishment  of  position  sequence 
assignments,  emergency  functions  of  surviving  successors,  and  selec- 
tion of  emergency  personnel  from  different  geographical  locations. 

G.l.1.1  liCgal  factors  and  hoard  of  directors  approval  where  ap- 
propriate. 1 

G.l.1.2  Emergency  succession  of  personnel  to  key  operational 
positions. 

G.1.2  Emergency  Headquarters.  Designation  of  emergency  or 
iTtl'fi  headquarters  furnished  with  minimum  equipment  for  opera) ion 
hy  an  emergency  management  team. 

G.l.w.l  Gritciia  for  locutions  could  include,  hut  not  necessarily  lie 
limited  to: 

G.l.2.1.1  A site  outside  of  a critical  target  area. 

0.1. 2. 1.2  A site,  sn/lieient  ly  close  to  a community  to  insure  availahiiit  v 
of  transportation,  communications  and  bousing’ for  personnel, 
u.  1.2. 1.3  J he  possibility  of  use  of  an  existing  installal ion  of  the. 
company,  recognizing  security  requirements  and  accessibility. 

6. 1.2. 1.4  Consideration  of  adequate  shelter  areas  for  protection  of 
personnel  against  fall-out. 

0.1.3  Alternate  Reporting  Centers.  Consideration  of  emergency 
centers  for  employees  at  t he  company  level. 

(i.1.3.1  Selection  of  sites  and  facilities  as  in  Paragraph  0.1.2  above. 
G.l.3.2  The  provision  of  duplicate  records  as  may  he  required. 

0.1. 3.3.  Additional  equipment  at  the  alternate  reporting  renters  may 
include  emergency  medical  supplies,  and  radiation  monitoring  equip- 
ment, as  such  equipment  lircomrs available. 

G.l.3.4  Movement  of  mobile  service  equipment  to  (he  alternate  re- 
porting center  or  other  appropriate  locations  before  or  after  an 
alert. 

♦ 
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0.1.4  Skill  Inventory.  Consideration  of  the  availability  of  dupli- 
cate personnel  records  of  major  and  secondary  skills  of  employees 
who  may  report  to  alternate  reporting  centers. 

6.1.5  Recall.  Consideration  of  the  availability  of  lists  to  facilitate 
the  recall  of  local  retired  employees  where  practicable. 

6.1.6  Personnel  Records.  Consideration  of  the  practicability  of  re- 
taining records  at  alternate  company  headquarter  locations  of  all 
personnel  expected  to  report  to  alternate  reporting  centers. 


Section  7 

Continuity  and  Restoration  of  Essential  Service 

POWER.  It  is  desirable  that  provisions  ho  made,  at  the  facility 
level  to  insure  (lie  availability  of  suflieieiit  alternate  power  necessary 
for  essential  operations  for  a period  determined  by  (lie  maximum 
probable  disruption.  In  the  provision  of  alternate  power  equipment 
consider  the  availability  of  such  items  of  supplies  as  oil.  coal,  gasoline, 
and  water. 

7.2  J5UPP LIES.  All  facilities  in  the  eommunieal  ions  industry  main- 
tain a limited  stock  of  replacement  parts  for  essential  equipment  and 
machinery'.  Major  items  are.  generally  obtained  from  readily  avail- 
able manufacturers  in  relatively  short  periods  of  time.  During 
emergency  operations,  transportation  of  such  equipment,  will  become 
critical.  Planning  should,  therefore,  include  provisions  which  would 
insure  the  availability  of  sullieient  supplies  to  sustain  minimum  opera- 
tions notwithstanding  loss  of  transportation,  and  probable  damage  to 
critical  equipment.  The  storage  of  such  supplies  should  be  sullieient  ly 
adequate  to  insure,  minimum  damage,  from  (lie  effects  of  blast,  flood, 
and  fire.  Storage  sites  within  the  facility  should  he  periodically 
checked  to  minimize  the  possibility  of  tampering  or  theft. 

7.3  MINIMUM  OPERATIONS  FROM  SHELTERS.  Provisions 
should  be  made  to  enable  the  facility  to  communicate  from  shelter 
locations  to  company  relocat  ion  and  control  sites.  Wherever  possible, 
intra-company  communications  should  lie  provided  at  existing  shelters. 

7.4  MOBILE  EQUIPMENT.  Within  the  communications  industry, 
restoration  of  essential  service  will  dejicud  in  large  pail  upon  the 
rapid  dispatch  of  mobile  service,  equipment  to  designated  locations 
during  the  immediate,  post  emergency  period,  including  the  crossing 
of  state  boundaries.  Plans  should,  therefore,  include  implementing 
provisions  lor  dispersal  of  mobile  service  equipment.  Where  this  is 
not  possible,  arrangements  should  be  made  to  insure  the  rapid  dis- 
persal of  mobile  equipment  to  relocation  sites  immediately  upon 
receipt  of  the.  earliest  warning.  In  the  event  of  an  emergence  without 
warning,  operators  of  mobile  equipment  should  lie  instructed  to 
report,  to  predesignated  relocation  sites  as  expeditiously  as  possible 
and  should  be  thoroughly  familiar  with  routes  to  such  locations. 

7.4.1  Top  management  within  the  communications  industry  has 
established  working  mutual  aid  agreements  within  the  industrial 
complex.  These  agreements  are  considered  to  In*  sullieient  and  are 
not  further  elaborated  upon  in  these  Criteria. 
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Section  8 

Civil  Defense  Measures 


8.1  LIAISON. 

8.1.1  Company  Level.  It.  is  necessary  that  each  company  establish 
liaison  with  local,  state,  and  fede.ral  civil  defense  directors  and  ad- 
ministrators for  the  purpose  of : 

8.1. 1.1  Establishing  company  civil  defense  plans. 

8.1. 1.2  Coordinating  company  civil  defense,  tests  with  state,  and  fed- 
eral alert  exercises,  if  applicable. 

8.1. 1.3  Obtaining  civil  defense  assistance  to  insure  rapid  and  unin- 
terrupted movement  of  communications  equipment  and  personnel 
during  civil  defense  emergencies. 

8.1. 1.4  Establishing  procedures  to  insure  civil  defense  support  and 
debris  clearance  at  locations  where  access  to  communications  equip- 
ment is  necessary  in  post  disaster  periods. 

8.1. 1.5  Taking  necessary  action  to  assure  company  liaison  with  civil 
defense  control  centers. 

8.1.2  Facility  Level.  It  is  of  equal  importance,  that  local  facilities 
establish  liaison  with  municipal  civil  defense  directors  in  consonance 
with  company  plans.  The  primary  purpose  of  such  liaison  is  tootled 
coordination  and  obtain  guidance  on  matters  referred  to  in  Para- 
graph 8.1.1  above,  as  they  may  apply  in  each  individual  location. 

8.2  RADIATION  MONITORING.  When  tested  and  accurate 
equipment  is  available  and  practicable,  radiation  monitoring  plan- 
ning seems  desirable  at  the  company  level. 

8-3  EMPLOYEE  DUTIES. 

8.3.1  In  order  to  insure  the  continuity  of  essential  service  during  a 
civil  defense  emergency,  it  is  necessary  that  management  designate 
those  categories  of  communication  employees  to  be.  advised  of  their 
first  priority  of  operational  responsibility. 

8.4  SHELTERS.  D<  dense  Coordinators  at  the  Company  level  shall 
arrange  for  the  designation,  marking,  and  equipping  of  existing  areas 
to  Ik;  used  as  shelters  in  the  event,  of  emergency.  The  designation  of 
existing  structures  and  equipment  for  same  should  be.  in  consonance 
with  applicable  publications  of  the  Office  of  Civil  and  Defense 
Mobilization. 

8.5  WARDENS.  Facility  defense  coordinators  will  establish  a 
warden  type,  organization  for  each  facility.  The.  primary  purpose  of 
this  organization  is  to  interpret  a warning  and  insure  the  orderly 
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movement  of  personnel  to  and  from  designated  shelters  in  the  event  of 
an  emergency.  Wardens  should  Iks  further  responsible  for  insuring  or- 
derly and  systematic  evacuation  of  the  facility,  or  portion  thereof,  as 
tho  need  arises. 

8.6  RESCUE.  Depending  upon  the  need  and  lyjwi  of  construction  of 
each  facility,  light  and  heavy  rescue  squads  should  lie  trained  and 
equipped  through  existing  civil  defense  channels. 

8.7  MEDICAL.  Medical  supplies  and  equipment  should  be  avail- 
able in  or  near  shelters  within  each  building.  Equipment  should  l>e  of 
sufficient  quantity  to  cope  with  tho  maximum  number  of  facility  em- 
ployee casualties  which  may  bo  anticipated  in  the  event  of  disaster. 


